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Goals

m Checking a SysML/AVATAR model against logical errors

Simulation

Formal verification

Checking a SysML/AVATAR model against temporal errors

e Safety properties, observers

Prototyping
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Model Simulation
Introduction
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Rapid prototyping and code generation
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Simulation enables model debugging and therefore the early
detection of design errors in the life cycle of the system

B Step by step simulation
B "Random” simulation

B Breakpoints

4/46 Une école de I'l|MT

B Simulation trace in the form of a
sequence diagram

®m Each already visited branch within
each state machine is clearly

m Attribute values may be displayed
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Checking Design Diagrams against Syntax Errors

File Edit V&V Code Generation View Tool Help

alale [a]s x o[o]s o (Mwmle] [@ s[4l [4)a]

& TTo0: /Users/ludovicapvrille fapvrille | 318 AVATAR i [ & Analysis ||

o 33 AVATAR Requi (SysML Req =

& Jf TURTLE Analysis: Analysis i fl [ % PCuntmII:r r ;-,? PressureSensor rmhn.. ]

o B9 AVATAR Design (AVATAR Design) ¥ AVATAR Block Diagram #3 Controller &

,i,; Validation

avandmd TClasses jD j - D ‘J j

Syntax analysis / formal code g 5 -

¢ & warning(s) <<plock=> @ | T <<blbck>> ‘T <<piodc> g | ||
[ Not yet performed SensorErnulators Controller ActuarorEmulators
¢ & Errorts)
<<block>>
e

Actions -> TURTLE gates
o [nvariants J_ 800 Choosing blocks to validate

[ Mot yet performed <<block>» g j <<h|uck>> \]l f R \‘lj
PComroller
Blocks ignored Blocks taken into account L
4 Tl I Ir
[® e conceter

p

Elock0: PController
- 'IBlock0: PSensorDriver
Block0: SensorEmulators
Block 1: PressureSensor

]IJ e
7 - in startAlarmi
[

Block 1: Alarm

Optimize specification

‘ @ cancel | ‘ 3 stan Syntax Analysis
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Simulator Interface

Ao it simulation
Commands ‘ .Tuminile simulation and quit |
N\ [Commands Simulation infarmation
\ | Control | Save trace ] Status: Stopped Time: 0 nb Of transactions: 23
NH A ‘ I @l e ‘ | (O Transactions | €0 Displayed blocks
e | osian | optiens | €slocks I €] variables

I=
| [¥] Animate UML diagrams

Next fi reable |Command parameter: 1
transition \

| [L] Show AVATAR IDs on UML diagrams

Pending transactions
in Block PressureSensor: Transition (p=20, .)/ID=151

[v] Automatically open active state machine diagram

execute empty

| [v] Automatically enter states

Simulation \ S
Trace \ b= 1)
1‘ " pressure{18)
Choice_ 0| =
READY

il
Run simulation for x commands. Works only if the simulator is “ready"

_ Une école de I'IM stem Validat

IP PARIS




Model Simulation Formal verification

O000e0 0000000000000 000000000

Rapid prototyping and code generation
0000000000000000

Simulator Trace (Sequence Diagram)

Commands

Control | Save trace

Simulation information

Status: Terminated Time: 10 nb Of wransactions: 51

« |l ala
Command parameter:

Pending transactions

Options | € Blocks | €] Variables | € Transactions | €1 Displayed blocks |

[¥] Animate UML diagrams

[¥] Automatically open active state machine diagram

bl ically execute empty

|
|
|
|
|
|
|
|
|
|
‘ || [ Show AVATAR IDs on UML diagrams
|
|
|
|
|
|
|
|
|
|
1

[¥] Automatically enter states

b =20
pressure(20)
chaice_ O
highPressure
READY
stanAlarm(
WaitForstop
@10
lweaitingForStart
TELEFDM
aris
5 4 |
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Simulator Trace within a State Machine

Where the simulator
has just stopped \

\

@

[

Runnin

’ This state has been
- = | explored by the simulator

This transition has been

-—— - explored by the simulator

Y
EhighPressure()

A

o

b startAlarm{) 7

Next fireable transition |

in the state machine *

b

L

A

Y

after (alarmDuration,alarmDuration}

| stopAlarm() >
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Outline

Formal verification
Introduction
Global view in TTool
Properties
Observers

= i |
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Introduction to Formal Verification

Formal verification intends to explore all possible system
execution paths, and to verify properties along those
execution paths

B Brief introduction on formal verification

B How to model and prove safety properties
e Example: the pressure controller

10/46 Une école de I'lMT
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Simulation vs. Formal Verification

B The experience of the Human who guides the simulation

® Random selection in case of non deterministic choice (several
transitions fireable at the same time)

B Formally checks a model of
the system against (a subset
of) its expected properties

m Formal verification does
not rely on chance but on

mathematics! -
y. TELECOM
Paris
HEITH
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Safety Verification in TTool
Model Properties
Selection Pragma §Observer
gl Foeina | | Sfpme -
((((((( - E] Bkl 4t ESJ‘:’M 7
backtracin Y .
g backtracing
Model
transformation to a
formal specification
true/false
RG truef/false
: s UPPAAL v4 -
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Properties

Example of general properties

B The system shall always reach a given final state

From any state the system may return to its initial state
Deadlock freeness

No unspecified reception (signals are sent but never received)

No livelock (systems cannot exit given routines)

Never used modeling elements (transitions/states are not
reachable)

TELECOM

T
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Properties (Cont.)

Specific properties

E.g. " At any time, one station of the LAN holds the token.”

Safety: Nothing bad will Liveness: " Something good will

happen eventually happen”

E.g. " The microwave oven will E.g. " All connections requests from

not start heating as long as a pilot will be acknowledged by an

the door remains open.” air traffic controller.”
TELECOM
EHET
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Reachability Analysis

1. From the initial state

2. Search for fireable transitions and create new states

3. Compare new states with existing ones

4. GOTO 2, and take newly created states as initial states

B Missing resources (e.g. memory)

m State coding (hash functions)

Paris
HEITH

B Partial exploration of the graph
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Reachability Graph Generation in T Tool

B Internal feature
e "Syntax checking”, then " Avatar Model Checker”

MainController | | AlarmManager |

resheld = 20 i, - larmnDurstion = 5: int
rrertF - imer;

g T
® Deadlocks | @ Shortest Paths | @ Longest Paths |
@ Generalinfo. ! @ statistics
States: 471 Transitions: 601 Display graph

r 20‘170927 1636171 =

(Graph: 471 states, 601 transitions Zoom with PageUp/PageDown, move with cursor keys|
options

Display internal actions 7] Display readwrite actions [] Higher drawing qualit

@ clo:e

T
i
©
H
o
o)
=
=
]
£
S|
©
s
o)
=
o
E
=
H
2|
o
=
0
]
E
S
&
=
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Minimization of Reachability Graph

Actions ignored

Actions taken into account

IpressureValue_?pressureValue{l19} [0 ..

‘ talarmOff_?alarmOffQ [0 ...0]

pressureValue_?pressureValue{20} [0..
IpressureValue_?pressureValue{21} [0 ..

talarmoOn_?alarmon{l [0...0]
lexpire_texpire__alarmTimer{ [0 ...0]

Ireset__alarmTimer_?reset{} [0...0] ‘

thighPressure_?highPressure(} [0...0]

1set_alarmTimer_?set{5} [0...0]
i(AlarmManager/_timervalue=alarmDurg
i{MainController/ [0 ...0]

i{PressureSensor/ [0...0]

i{(PressureSensorf [1...1] ‘
i(PressureSensor/pressure=19} [0...0]

i(PressureSensor/pressure=pressure+1

4] il I |>‘

Minimization: tools and options

ion

t

[ ] Remove internal actions

2 Only remove tau transitions

T
N
5
c

® Complete minimization [Experimentall

Select actions and then, click on 'start' to start minimization
Computing list of Actions

1. Cloning graph

2. Making list of actions

3. Sorting actions, and setting graphical lists
All done

Graph m

Select actions and then, click on 'start' to start minimization
Minimizing graph...

Graph minimized: 4 states, 5transitions

[«]

1]

[»

| Start H Stop

H . Close
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Minimized Reachability Graphs

fexpire_texpire_alarmTimer() [0 ...01

ighPressure_zhighPressure() [0 ...0]

larmOn_?alarmon() [0 ...0]

Une école de I'M
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larmoff_?alarmoff() [0...0]

fhighPressure_?highPressure(} [0 ...01
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Selecting States for Verification

stateO
[ ALY RL?
statel ] r
state2
How to activate "RL” in TTool? Simply right-click on a state and select TELECOM
"Check for Reachability / Liveness” =TT

19/46 Une école de I'IMT i’gjll’ PARIS
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Verification Backtracing

—P( stateO 1
L J

( statel ] g RL?
state2
How to obtain this result in TTool? "Syntax checking” then "Safety

verification” then check "selected states” in reachability and liveness sections F#gi

20/46 Une école de I'|MT 'bg,lp PARIS
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Safety Pragmas

B TCTL = Timed Computation Tree Logic

®m Two main operators: A (All paths), E (One path)
m Two modifiers: [] (All states), <> (one state)

m A (boolean) property p

Al p A<> p
'/i\p i
2 o

(p N\ P TELECOM
mEET
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Safety Pragmas (Cont.)

TELECOM

bt 4 |
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Safety Pragmas (Cont.)

B Leads to

mp-——>q

TELEEOM
mEEE
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Safety pragmas in T Tool

Before verification

block Q

PressureSensor block
MainController

- branchToUse = false : bool;

SipiessUreklins - threshold = 20 : int;
- int readingPressure() B——— M- currentPressure = 0: int;
- bool isinCode()

~ in pressureValue(int value)

~out pressureValue(int value) ~ out highPressureQ

(block code)

Safety Pragmas

A[] MainController.currentPressure < 20
A[] MainController.currentPressure < 50
E<> MainController.currentPressure < 20
E[] MainController.currentPressure < 20
A[] MainController.currentPressure > 17
E[] MainController.currentPressure == 20

E<> MainController.currentPressure 22
E<> MainController.currentPressure 20
E<> MainController.currentPressure 0
A<> MainController.currentPressure == 0

MainController.HighPressure --> AlarmActuator.AlarmOn
MainController HighPressure --> AlarmActuator.AlarmOff
MainController. HighPressure --> AlarmManager.AlarmlsOn

MainController.HighPressure ——> AlarmManager.AlarmIsOff
MainController.LowPressure -—> AlarmManager.AlarmisOff
PressureSensor.SendingPressure --> MainController.HighPressure V4 TELEEgE

24/46 école de I'IM & rranis
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Safety pragmas in TTool (Cont.)
After verification
Presst::;cskensor Q block

- branchToUse = false : bool; MainController

| —pressure tint; 000000 - threshold = 20 : int;

- int readingPressure() B———— M- currentPressure = 0: int:
- bool isInCode()

~in pressureValue(int value)

~ out pressureValue(int value) ~ out highPressure()

(black cade)

Safety Pragmas
X Al] MainController.currentPressure < 20
.~ Al] MainController.currentPressure < 50
v E<> MainController.currentPressure < 20
" E[] MainController.currentPressure < 20
X A[] MainController.currentPressure > 17
E[] MainController.currentPressure 20
X E<> MainController.currentPressure == 22
~ E<> MainController.currentPressur: 20
E<> MainController.currentPressurt
«/"A<> MainController.currentPressure == ()
XA MainContraller.HighPressure --> AlarmActuator.AlarmOn
X MainController.HighPressure ——> AlarmActuator.AlarmOff
~ MainController.HighPressure ——> AlarmManager.AlarmisOn
X MainController.HighPressure --> AlarmManager.AlarmlsOff
X MainController.LowPressure —-> AlarmManager.AlarmisOff
X PressureSensor.SendingPrassure ——> MainController.HighPressure

TELECOM

Paris
EEIm
@ IP PARIS
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Safety pragmas in TTool (Cont.)

B A designer expects a pragma to be true or to be false

B — Expected result can be indicated with a " T" or "F" before

the pragma

Safety Pragmas

F A[] MainController.currentPressure < 20
T A[] MainController.currentPressure < 50
T E<> MainController.currentPressure < 20
T E[] MainController.currentPressure < 20
F A[] MainController.currentPressure > 17
F E[] MainController.currentPressure =
F E<> MainController.currentPressure
T E<> MainController.currentPressure
T E<> MainController.currentPressure
T A<> MainController.currentPressure
F MainController.HighPressure --> AlarmActuator.AlarmOn

F MainController.HighPressure --> AlarmActuator.AlarmOff

T MainController.HighPressure --> AlarmManager.AlarmisOn

F MainController.HighPressure --> AlarmManager.AlarmisOff

F MainController.LowPressure --> AlarmManager.AlarmisOff

F PressureSensor.SendingPressure --> MainController.HighPressure,

Une école de I'lM

Safety Pragmas

F A[] MainController.currentPressure < 20
T All MainController.currentPressure < 50
T E<> MainController.currentPressure < 20
T E[] MainController.currentPressure < 20
F A[] MainController.currentPressure > 17
F E[] MainController.currentPressure =
F E<> MainController.currentPressure
T E<> MainController.currentPressure
T E<> MainController.currentPressure
T A<> MainController.currentPressure
F MainController.HighPressure --> AlarmActuator.AlarmOn

F MainController.HighPressure --> AlarmActuator.AlarmOff

T MainController.HighPressure --> AlarmManager.AlarmisOn

F MainController.HighPressure --> AlarmManager.AlarmIsOff

F MainController.LowPressure --> AlarmManager.AlarmIsOff

F PressureSensor.SendingPressure --> MainController.HighPressure,

W2 1P PARIS
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Verification Traces

B Traces intend to explain why a pragma is satisfied or not (e.g.
proof or counterexample)

B A trace can be displayed as a graph

/?’:),essure\/al ue_?pressureValue(20) [0...0]
6

/if;ressureSensor/) [0...0]

5
/i(/;ressureSensor/pressurespressure+1) [0...0]
73
/((l;ressureSensor/pressure=pressure+l) [0...0]
3

/r(/PressureSensor/pressure=18) [0...0]
2

/i(;ressureSensor/) [0...0]

1
/iﬁ’ressureSensor/) [0...0]
0

Trace proving that A[|MainController.currentPressure < 20 is false

TELECOM
Paris
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Observer-Guided Verification

m Expression of (complex) properties within the design

B Observer should have an error state whose reachability can be
searched for in TTool/UPPAAL

B The observer should remain non-intrusive
e At least, as long as the observed property is satisfied

® Observer that verifies the alarm rings in zero time when a high
pressure is detected

28/46 Une école de I'lMT
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Pressure Controller: Design of an Alarm Observer

® An "AlarmObserver” block is added to the design

B AlarmObserver fetches information from the pressure sensor

and the alarm

<<block>>

<<block>>

<<block>>
ActuatorEmulators

~ in pressure(int p)
~ out highPressure()

SensorEmulators Controller
<<block>> <<block>> <<block>>
PressureSensor PSensorDriver PController
-p:int; - pThreshold = 20 : int; - alarmDuration = 10 : int;
~ out pressure(int p) M - pValue : int; | -alarmTimer: Timer;  m

<<block>>
Alarm

~ out startAlarm()
~ out stopAlarm()
~ in highPressure()

~ in startAlarm()
~ in stopAlarm()

\

/l

N\

~ in highPressure()
~ in alarm()

<<block>> *

AlarmObserver

29/46 Une école de I'lMT
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Pressure Controller: Design of an Alarm Observer (Cont.)

B Whenever the observer gets a highPressure signal, it goes into
the state ERROR after 1 unit of time if it hasn’t received yet

an alarm signal

B The reachability of ERROR is searched for

WaitingForHighPressure

highPressure(

AlarmOrTimeout

after (1, 1)

a0/ao

LJ Limic numoer ot states In Ku:
[[] Time constraint for RG generation (ms):
Basic properties
[] No deadlocks?
Reachability:

[ Reinitialization?
7 None

Liveness: @ None
Advanced properties

a 2] (m]
] Reachability Graph Generation

Select options and then, click on 'start to start the model checker
Starting the model checker
Reachability of 1 selected elements activated

Model checking done
Nb of states:75
Nb of links:82

Reachabilities found:
1. Element ERROR of block Observer -> NOT reachable

@ Selected states

Selected states

[] No internal action loops?

© All states

) All states

traces.od]

TELECOM
Paris

EEIM
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Outline

Rapid prototyping and code generation
Code generation
Virtual prototyping
Customizing code generation in TTool

31/46 Une école de I'IMT i’gjll’ PARIS
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Introduction to Rapid Prototyping

Rapid prototyping intends to experiment with the execution
of code produced from models

® Overview of code generation in TTool

B Transformation of AVATAR design diagrams into executable
code

® Application to a microwave oven

32/46 Une école de I'IMT ﬁ:IP PARIS
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Code Generation: Overview

TELECOM

Paris
5 {ii |

Local platform Virtual prototyping platform Target
i (e.g., SoCLib) i

Model Simulation Formal verification Rapid prototyping and code generation
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Principle of Code Generation

B Only AVATAR design diagrams are taken into account
B Generated code relies on POSIX threads
¢ One thread per block
B Synchronous communications between blocks is implemented
in the AVATAR runtime with POSIX mutex

e Asynchronous communications relies on linked lists managed in
the AVATAR runtime

e Time is handled based on POSIX clock_gettime() with
CLOCK_REALTIME option

TELECOM

Paris
a4 |
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Virtual Prototying: Method

System requirements | . Softwaredesign o
(AVATAR - SysML )" (AVATAR - SysML) e
e 1 X,
i - i Refined Software design__. i . iy
3 | (AVATAR - SysML) ™ C-POSIX Code | AVATAR |\

TTool _ generation | Runtime |

{ Functional simulation

—D\* Formal verification | Compilation
i (UPPAAL) for target platform

TLM / CABA Simulation

(with SoCLib)
TELECOM
Paris
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Virtual Prototyping Steps

Model refinement

2. Selection of an OS, setting of options of this OS (scheduling
algorithm, ...)

3. Selection of a hardware platform, and selection of a task
allocation scheme

4. Code generation (press-button approach)

Manual code improvement - Code might also be manually
added at model level

Code compilation and linkage with OS
Simulation platform boots the OS and executes the code

Execution analysis: directly in TTool (sequence diagram), with
debuggers (e.g., gdb), or with custom graphical interfaces TELECOM

Paris

b4 Fiii |
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Support: SoCLib and MutekH

Virtual prototyping of complex Systems-on-Chip

Supports several models of processors, buses, memories
e Example of CPUs: MIPS, ARM, SPARC, Nios2, PowerPC
B Two sets of simulation models:

e TLM = Transaction Level Modeling
e CABA = Cycle Accurate Bit Accurate

®m Natively handles heterogeneous multiprocessor platforms
® POSIX threads support
®m Note: any Operating System supporting POSIX threading and
that can be compiled for SoCLib could be used
—h i |

37/46 Une école de I'IMT i’gjll’ PARIS
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Virtual Prototyping: Graphical Environment

ton View Toal Help

« [roo] & ¢ Main window of TTool

wsibilityCheck |

weu |

elect aptions and then dick on ' h code generation | compital
[

UML sequence|diagra |J21L‘: L8 con |
% updated when dimulating

with SoCLib

SoClih.simulation based

347 trnsactions, min tme=2, mas tme=57001

TELECOM
Paris

HEITH
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(Virtual) Prototyping: Code Generation
800 Executable Code generation, éompi!at{on and execution
[(Generate code | Compile [ Execute | Results |
Code generation
Base directory of code generation code:
|/Users/ludovicapvrille /TTool/executablecode/
[v] Remove .c / .h files
[¥] Remove .x files
[] Put debug information in generated code
[v] Put tracing capabilities in generated code
[¥] Optimize code
1 time unit =
Esec |vi
pde generator used:
7]

EAVATAR CPOSIX

Select options and then, click on 'start’ to launch code generation / compilation / execution

4] [¥]
TELECOM

D Start | | 0 Close Paris
' 5 i |

Rapid prototyping and code generation

Formal verification
COO0000008000CO0
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000000

Virtual Prototyping: SocLib Simulation

runnin
cd
1B_GDB

CELLS pa-v f kKernel_tutorial;
mutekh/avatz clib-ppc.out

em Simulator

M. up

E-mail support: Richard.Buchmann@asim.lip&.fr
Contributors Richard Buchmann, Sami Taktak,
me Kingbo, Frederic P?trot,
Fouillon

Dec

memorl
simulator for MutekH

h_ker tu E
memorie W C -
memori th 5 TELECOM
Paris

@IF PARIS
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Virtual Prototyping: Console

vCitty

flanageme

stManagement

TELECOM
Paris
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(Virtual) Prototyping: Trace

8enno Simulation trace of /Users/ludovicapvrille/TTool/executablecode//trace.txt

O Quit simulation window time unit: msec | v @ Refresh transactions

WaitingForEmvironmentinput ()]

Emergencyignoredp)

[emergencylgnored()|

(wahtingForEmergencyMessage(

TTool UML sequence|diagram

displays updated when simulating

execution with SoCLib
traces in a . — T
sequence

diagram

setPosftion(7)

PlausibiljtyCheck

[WamngmrEmerg encyl)]

K] L
347 transactions, min time=2, max time=57001 TELEESE

HEITH




Model Simulation
O00000

Customizing Generated Code with Your Own Code:

Formal verification
0000000C000000000C00000

Application and Block Code

Rapid prototyping and code generation
000000000000 eC00

ene Setting attributes of lledMicrowave
m Global code [ aurites | wethods | sionals (EESESRMIA]
Of the Global code of application: L Global code
application -
* Inclusion
of header o
files, i cilic O .
gIOba | C‘Il;ha| code of block: B
variables, - “ Code
T i specific to
T T T theblock
m Code glo_bal AT
to one given | edition
block 4 M
[®) save and Close @ cancel ‘
EEImi

Model Simulation
000000

Formal verification
00000COCO0000000C00000
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Customizing Generated Code with Your Own Code: State

Entry Code

B Code executed whenever a state is reached

remainingTime =&uration
startCooking(regpaipingTirm

obs_magnetronStart(})

States with
entry code
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8006 Setting transition parameters
( General (Protoryping |
Entry code

Entry Code

printf("Heating : remaining time

“ed\n", remainingTime):
\
\
\
\

\
\

i
Use of block
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Model Simulation Formal verification
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Use of Customized Generated Code

Console debug

m Using e.g. printf() function

Connection to a graphical interface

B Piloting the code with a graphical interface
B Visualizing what's happening in the executed code

®m Connection to graphical interface via, e.g., sockets

TELECOM

=5 i |

Rapid prototyping and code generation

Model Simulation Formal verification
000000000000000e

Q00000 0000000000000 000000000

Use of Customized Generated Code (Cont)

Graphical interface for the microwave oven
B Socket connection to a graphical interface programmed in
Java

800 Microwave demonstration

Executable Code generation, compilation and execution

[ Generate code | Compile | Execute | Results |

Execution

) Run code:

® Run code and trace events (if enabled at code generation):

rool/executablecode /run.x /Users /ludovicaprille/TTool fexecutablecode/ /trace.txt

) Run code in soclib / mutekh:

Select options and then, click on 'start' to launch code generation / compila

Executing code with command:
[Users icapurille/TTool runx fUsers/

<] il [
Start H [ stop H @ close ‘

remaining{ime-

i _
mainingTime)




